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e Approximately $2.8 billion
paid in retirement benefits

Quick Facts about each year to over 91,500
ti :
PSRS/PEERS A

e Over 260,000 total
members.

e Each member has multiple
records in our system.
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Create the safest environment
possible to protect members’
data.

- PSRS/PEERS Cybersecurity
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What is Cybersecurity

NIST
NI?Ld The process of protecting information by
s et preventing, detecting and responding to
attacks

US Department of Homeland Security
The activity or process, ability or capability, or

5@% state whereby information and
iw; communications systems and the information
© -~ . .
TS contained therein are protected from and/or
AND S% . i
defended against damage, unauthorized use
or modification, or exploitation
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Know Your Adversary

* Foreign Nations
e Information
 |Intellectual Property

e Hacktivists
e Sensationalism
* Disruption
e Social Impact
e Cyber Criminals
e Value Data
e Financially motivated
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Data Breaches In The News

U.S. Postal Service data breach may THE WAL STRRNT SURNAL
e eompromise staff, customer details -
DE r._n-u:-h:l-hu'u f.'l-ﬂ.t.u!'
— — JF Murgan Chase Wwarns
Sony, Cili, Lockheed: Big Data Breaches in . Customers About Massive
History THEW Data Breach

Class Action Targets Jimmy John's in Data ng A CI4 T5 Latsor Data Ssaié

Breach s T s
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Staples Investigates Potential Data T ———

Breach In The Northeast

‘rampant computer hacking af VA Whate=hat lescker fghts cyvber
e e mitrmaons on NATO ovelems

Lax Sccurity at LinkedIn Is Laid Bare Yahoo's Email Hacking Problem
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B (R ——— S ——— Starts To Hurt As Major Telecom Exclusive: Apple. Macs hit by hackers who
Provider Ditches The Service targeted Facebook
New York Times, Wall Street Journal say — = [ o |
Chinese hackers broke into computers ' 5 Livinghocial Macked 50 Millaon Namen, Erait
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e 8/27/2014: JP Morgan
Chase: 83,000,000 customer
JPMORGAN  records were exposed in an
attack.
Data
e 5/21/14: 145,000,000
Breaches ebay records from ebay were
in the ’ exposed.
News e 1/27/2015: Anthem Blue
= & Cross Blue Shield:

Anthem 29 7250 600 million customer
records were exposed in an
attack.
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e 2017: Equifax — 147.7
million customers records
exposed.

Data ~~ ¢ 2017:IHG Hotel Group —

3 a : ./ 1200 of the hotel properties
FEACNES IN | wmecomemoscon o 4 5 data breach that

the News included the loss of credit

card information.

e 2017: Uber announced that

it paid $100,000 to a hacker
U B ER  tocoverup abreach.

EQUIFAX

I
]
[ H N
N/ Y nm
=l"m‘}'uﬂ+ Stm Esm mm
| RE SSOUR 2018 Fall Employer Conference

i | i



e 2018: Iranian government
hacking attack

e 144 — U.S. Universities were
hacked

Data |
. e 5-U.S. Government agencies
Breaches in 36— American Companies

the News W . 2018|: SunTrusI.t Bar(mjks a forn&er
employee stole and expose
SUNTRUST 1 5'mjllion clients records.

e 2018: Ticket Master and 800
_ other e-commerce sites lost
ticketmaster payment card data of their
customers.
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B Criminal Attack m System Glitch = Human Error

YPSRY/PEE RN
PUBLIC SCHOOL & EDUCATION EM
RETIREMENT SYSTEMS OF M}

w2018 Fall Employer Conference 22



£%5. T o
oOr T o B
like 3 é.@startsh 55 § = %x?'&:
tablished = 3 * A (U 0G5S D 8acqwre
accoun =
=mmaculate RE WD 2 = bills created mway > Someone name
3 right §
/) ST time

complete -
I.}-

c
EU

never
evident
show

=
o

decade ¢ emotlon " earned .
£ people U) hard
u S ' n wcouldn e Security statement matter
Crnactually Simple happening

steals anger CIIME

thousands tnmes

graduates

evidence
reason

hours happens
lled longer

e 2 e receive =5~ compromlsed
£linformationgsisr sy D%
gm 2 ‘ay experience () owg? i‘% gemad E%’% grabbe(t-:}l
Z ﬂJ — v 2= Thi 3
m9 aS am|sa ine 0 knowledge 4= O gogjg% 3 D hlevisgg E BEY
s=found ™90 D changed . @ 5 2 S3ES ,285 F\\JRSL &
Qg @ even 4m Changed  + .:UOL £Eg ©Toga O «-2F a
208 E‘"ﬁfyone Finding fraudulent known©® © © m: =t E£3 o
20 @ 0 turned takes £ 2N ol L

Il
10
—MPSRS PEERS ANy -

& 0
PUBLIC SCHOOL & EDUCATION EMPLOYEE - ..- ... .....

. renrement systevs ormissovrt 2018 Fall Employer Conference
1T i [ T T T i




e Employment- or tax-
related fraud (34%)

Types of e Credit card fraud (33%)
* Phone or utilities

ldentity fraud (13%)
Thefts * Bank fraud (12%)
e Loan or lease fraud (7%)

e Government documents or
benefits fraud (7%)
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The Information Economy

e Social Security Number = S$1

* Drivers License Number = S20

e Bank Account Information = $S15
* Non-Financial Logins = S1

e Full Identity = S30

e (Name, SSN, DOB, Bank Account)

e Medical Records = S1 - S1000

- Experian — April 9, 2018
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Stats on ldentity Theft

Number of Identity Theft Victims and Amount Stolen

Year Individuals Impacted (in millions) Amount Stolen (in billions)

2018 ?7? ?7?
2017 16.7 16.8
2016 15.4 16.2
2015 13.1 15.5
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DIGITAL
RESPONSIBILITY

I
]
i N
VPSR DEFRSANS i S
E — l I . 2018 Fall Emplpyfer Conference




The person who controls
the data controls the
destiny!

[] H B “
B | B
SVDPORS/PEERSAN iy B
.. PUBLIC SCHOOL & EDUCATION EMPLOYEE . .D. ..
T RETIREMENT SYSTEMS OF MISSOURI 2018 Fall Employer Conferen
i il | [ el




Protecting Personally
|[dentifiable Information (PII)

When you possess an individual’s personal
information, it is your responsibility to protect that
individual’s privacy. Employees should be vigilant
about protecting other individuals’ Pll so they will
not create any undue harm to the individual or to the
organization.

Treat others’ personally identifiable information as
if it is your own!

. - Wisconsin Department of Public Instruction
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lowa Public Employees
Retirement System
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How is PSRS/PEERS Protecting
Member data?
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e Cybercriminals, Exploits, and
Malware

e Denial of Service attacks

(DDoS)

Cybersecu r|ty e Domain name hijacking

Th reats e Corporate impersonation and
Phishing

e Lost or stolen laptops or
mobile devices

e Third party vendors

e Employees/School
Districts/Members
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 Email Security (Anti-
Virus/Malware/Spam)
 Network and Application
Firewalls
PS.R.S/PEERS * Wireless Access
Critical e Web Filtering
Security * Workstations
Areas e Mobile Device
Management
 Network Monitoring
e Penetration Tests/Security
Audits
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2018 Firewall Attacks

july |} 5,300
June I 6,900
May || 4,200

April | 4,600

varch | 57000

0 50,000 100,000 150,000 200,000 250,000 300,000 350,000 400,000

W Attacks
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PSRS/PEERS EMAIL - JULY 2018

e Total: 380,524
e Accepted: 82,440
e Rejected: 298,084
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B Rejected M Accepted
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We need
your help!
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e Social Security Number is
not enough.

e Date of Birth is not
enough.

e Home Address is not
enough.

e Passwords are not enough.

 Multi-factor Authentication
is currently the best way
that we have to protect our
members information.
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Privacy Video

[l
] H N - i
“BYPSRY/PEERNAE i
.. PUBLIC SCHOOL & EDUCATION EMPLOYEE - ... .. |u
| RenmeMentsysrews oFmissourt 2018 Fall Employer Conference







Multi-Factor Authentication is
Important to Your Security

e Definition: A method of
granting access to something
only after presenting two
separate pieces of evidence that
you are who you say you are.

* An example of this would be a
password and a one time PIN
delivered either via text
message or email.
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 Make sure you are providing
us with the best information
possible.

Partner with

us! e If you experience a breach
in your district let us know
as soon as possible.

 Maintain good security
practices.
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Questions?
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